We investigate the use of data analytics internally by companies' finance and accounting functions to prepare the financial statements and to detect fraud, as well as external auditors' use of data analytics during the financial statement audit. Relying on Socio-technical theory, we examine how each of these groups use data analytics, how that usage affects their interactions with each other (i.e., client-auditor interactions), and the effect of rules and regulations on their use of data analytics. As such, we conducted 58 semi-structured interviews with prominent professionals from 15 companies, eight public accounting firms, and six standard-setters/regulators. Our sample also includes 12 client-auditor pairs (i.e., CFOs and their respective audit partners). Our findings suggest that most companies and their auditors have made changes to the financial reporting and audit processes to incorporate data analytics, with each group most often noting improved financial reporting quality or audit quality as a key benefit. Despite the benefits, both groups reported challenges that come with using data analytics, including finding employees with the right skillset, overcoming the financial cost, dealing with the lack of regulation/standards, and obtaining the data needed for analytics. Further, we leverage our client-auditor pairs to examine the effects of data analytics on the client-auditor relationship. Both parties believe the use of analytics has strengthened their relationship. However, we identify potential future conflicts regarding the audit fee model, as well as regulator concern over the increased business insights auditors are providing their clients as a result of analytics. Our study makes several important contributions to practice and theory, as we are among the first to empirically examine companies' and audit firms' recent and significant investment in developing data analytic tools.
I. INTRODUCTION
Data analytics is, "the science and art of discovering and analyzing patterns, identifying anomalies, and extracting other useful information in data underlying or related to the subject matter… through analysis, modeling, and visualization" (AICPA 2017) . The use of data analytics throughout the financial reporting process is increasing rapidly. Indeed, a study by Deloitte finds that the corporate division most commonly found to be investing in analytics is the finance and accounting function (Deloitte 2013) . Furthermore, many audit firms are making significant investments in technologies that will advance the use of data analytics in financial statement audits, causing potentially critical changes to the traditional audit process (e.g., see EY 2017; Harris 2017; KPMG 2017) . However, while data analytics has been largely lauded as a transformative tool that increases audit efficiency and effectiveness and improves fraud detection, little is known about how companies have implemented them as part of the financial reporting process or how auditors are using data analytics in the audit process. Further, standardsetters have not yet developed authoritative guidance on how data analytics should be incorporated into the audit process, thereby potentially limiting auditors' reliance on these tools. Cindy Fornelli, Director of the Center for Audit Quality (CAQ), calls for research in this area and expresses a strong interest in learning more about how companies are using data analytics, suggesting, "it is very much an evolving field, for both companies and regulators" (FEI 2014) .
In this study, we explore the role of data analytics throughout the financial reporting and auditing process. This includes the use of data analytics internally by companies' finance and accounting functions to prepare the financial statements and to detect fraud, as well as the external auditors' use of data analytics during the financial statement audit. We also gather information from various standard-setters (e.g., PCAOB, FASB, AICPA) about their overall impressions of the use of data analytics by companies and their external auditors. By including the perspectives of each of these different stakeholder groups, we gain an understanding of the overall effect of this innovation on financial reporting quality and audit quality.
We rely on Socio-Technical Theory (Geels 2004) as a framework for our study. This theory suggests that new technology is diffused through its interactions with social groups (i.e., users) and rules/regulations. As such, we interviewed individuals representing each user group, including standardsetters. In particular, we conducted 58 semi-structured interviews with accounting and finance personnel from 15 companies including both public and privately-held entities, eight public accounting firms including experts from each of the Big Four, and six standard-setters and regulators.
1 Within our sample,
we have 12 client-auditor pairs (i.e., CFOs and their respective audit partners), and in some cases, in addition to the CFO and audit partner, we interviewed other individuals from the pair's company, such as technology and risk officers, audit committee members, or internal audit directors.
Our findings suggest that most companies and their auditors have made changes to the financial reporting and audit processes to incorporate data analytics. Nonetheless, our interviewees self-reported various levels of data analytics maturity, suggesting that while some companies have pervasive and repeatable data analytic processes, others are just beginning to implement the technology. There were differences in the manner in which data analytics were applied across audit firms, particularly between the Big Four firms and other firms, as well as across companies. We found that companies and their auditors were, most prominently, using data analytics in journal entry testing and that they view this as particularly effective for improving financial statement misstatement and fraud detection capabilities. Indeed, several interviewees described detecting fraud as looking for a needle in a haystack and suggested that data analytics provides a new and improved lens. Overall, interviewees suggested that data analytics can improve financial reporting quality and audit quality. In one of our interviews, Jeanette Franzel, former Public Company Accounting Oversight Board (PCAOB) member, supported this notion but caveated, "[Data Analytics] certainly has the potential to increase audit quality… But the profession needs to be properly trained to interact well with computers and data and properly interpret results. If people took the attitude of, 'well, I've just run this big test and now I don't have to think about it anymore,' then audit quality would be diminished. So I think there is tremendous potential for increased audit quality and frankly, increased assurance if data analytics is combined properly with professional skepticism to guide the analysis on the part of auditors." (O6) 2 , 3 We found that one of the primary challenges to the implementation of data analytics throughout the audit process is the lack of guidance and regulation around data analytics. All auditor interviewees expressed the concern that it is unclear whether data analytics are sufficient audit evidence in the eyes of the PCAOB (or quality assurance review for internal auditors). Looking forward, one audit partner expressed some new optimism about the likelihood that the PCAOB would address data analytics more positively in the future due to the new composition of the board beginning in 2018, including the appointment of a Big Four audit partner with expertise in audit innovation and analytics.
Additionally, we leveraged our client-auditor pairs to gain insights about how data analytics have affected the client-auditor relationship. We found that most clients were eager to have their auditors use data analytics on the audit. However, there was some disagreement about whether and how the use of data analytics has already, or might in the future, affect audit fees. Most CFO interviewees expressed a desire for data analytics to eventually lead to a more efficient and less expensive audit. Audit partners, on the other hand, suggested that fees are unlikely to go down due to the extent of the investment audit firms have made in these new technologies. Several audit firm and standard-setter participants suggested that the entire audit fee model may change as a result of the implementation of data analytics.
Our study makes several important contributions to practice and theory. First, we are among the first to empirically examine companies' and audit firms' recent and significant investment in developing data analytic tools (KPMG 2017; EY 2017) . Regulators and researchers alike call for research to examine the uses, benefits, and costs of data analytics (Alles 2015; Applebaum et al. 2017; Brown-Liburd et al. 2 Franzel, who was a current PCAOB member at the time of our interview, indicated that the views she expressed were hers, and did not necessarily reflect the views of the Board, other Board Members, or the PCAOB staff. 3 Interviewee codes are used throughout the paper to identify the quoted individual. Descriptive information regarding each interviewee is contained in Table 1 . Codes starting with the letter "D" indicate that the participant was interviewed as part of a client-auditor pair (although in some cases only one side of the dyad ultimately completed the interview for various reasons). Codes starting with the letter "E" indicate that the participant was a firm expert on data analytics and/or forensic investigation. Codes starting with the letter "O" indicate that the participant has some "other" designation -primarily standard-setters.
2015
; Cao et al. 2015; FEI 2014; Rose et al. 2017; Yoon et al. 2015) . However, data analytics is a new field, and gaining access to companies and auditors is challenging. Consequently, little empirical research has answered these calls. Thus, the existing literature on data analytics consists primarily of thought pieces. Our study answers these recent calls for research by investigating the uses, costs, and benefits of data analytics in the current financial reporting and auditing environments. In addition to contributing to research, our study has the potential to contribute to practice. Many of our respondents indicated that their own use of data analytics would benefit from insight into how other organizations have integrated data analytics into their process. Thus, our study should be of interest to researchers, audit firms, regulators, and companies.
Second, we shed some light on the challenge of developing standards by interviewing six standard-setters from various organizations, including the PCAOB, CAQ, FASB, AICPA, and ASB. This is particularly insightful because many interview participants cited the lack of standards and guidance as an impediment to implementing and integrating data analytics into the audit.
Third, by including client-auditor pairs in our study, we are able to explore how the implementation of data analytics has changed the client-auditor relationship. We highlight potential future conflicts between the client and auditor with respect to audit fees as well as opportunities for greater auditor reliance on the client's work. We also highlight the positive effects data analytics have had on the client-auditor relationship, such as auditors providing clients with business insights supplemental to their traditional audit work. However, while we find that clients and auditors both view these insights as a benefit of data analytics, we note standard setters' concerns about whether this new practice could lead to impaired auditor independence.
Fourth, in our interviews, we explore Cindy Fornelli's, Director of the CAQ, concern that data analytics and technology, "can be both a deterrent to fraud and a mechanism to commit fraud" (FEI 2014) . We find that most participants do recognize that overreliance on data analytics could provide opportunities for fraud to occur. Many participants warn that analytics must be used in conjunction with more traditional audit methods of inquiry and, especially in the fraud context, auditors must maintain a high level of skepticism and employ creative thinking.
Finally, we document considerable differences in the extent to which smaller and larger audit firms, as well as their respective clients, are using data analytics in the financial reporting and audit process. We highlight concerns from representatives of smaller audit firms who expect this gap to continue to widen. One smaller firm audit partner described uneasiness with these differences, "What aren't we doing? Should we be doing more? How can we do more…You are constantly reading about the things that the bigger firms are doing… at the same time knowing that we don't have the same resources as the bigger firms do to invest in this area." (E13)
In section two we describe the theoretical framework upon which we base our research. In section three we describe our interview methodology, our participants, and our data coding methodology. In section four, we provide the results of our interviews, including representative quotes. In section five, we provide suggestions for future research based on the insights we have gained, and in section six we conclude.
II. THEORETICAL FRAMEWORK
We use the theory of socio-technical systems of innovation (hereafter Socio-technical theory) as a framework for studying the use of data analytics in financial reporting and auditing, including in the area of fraud detection. Socio-technical theory draws from sociology, institutional theory, and innovation studies and describes the diffusion of new technological systems (Geels 2004). Specifically, Sociotechnical theory describes three interrelated dimensions that, in interaction, are central to the diffusion and advancement of new technology: (1) technological systems, (2) rules and institutions, and (3) social groups, human actors, and organizations (Geels 2004). As such, a socio-technical system, for which the theory is named, is defined broadly as a "network of agents interacting in a specific technology area under a particular institutional infrastructure to generate, diffuse and utilize technologies" (Carlsson and Stankiewicz 1999, p. 111) . The Socio-technical theory model is illustrated in Figure 1 .
We argue that this model describes well the emergence and use of data analytics within the financial reporting, auditing, and fraud detection domains. In particular, the emergence of data analytics introduces a new technological system into the financial reporting and audit environment. Regulators and standard-setters comprise the rules and institutions that develop and enforce the structure within which the users of data analytics operate. Finally, auditors and their clients are the social groups that use data analytics.
III. METHODOLOGY

Participants
We conducted 58 semi-structured interviews with practitioners familiar with the data analytic procedures at their organizations. Table 1 provides the interviewee demographic information. Our sample includes audit partners and data analytics/innovation experts from eight public accounting firms, 15
companies, and six standard setters. When determining our sample size of 58 interviews, we continued interviewing until we reached the point of saturation (i.e., the point at which we were no longer obtaining relevant, new insights), in accordance with qualitative research recommendations (e.g., Morse 1995 Morse , 2000 . Within our participant set we have 12 matched client-auditor pairs, which allows us to directly examine the effects of data analytics on the client-auditor relationship. Our company personnel represent various positions throughout the organization including CFO/Chief Accounting Officers/Controllers (12), Internal Auditors (6), and various other roles within the organization (6), including audit committee members, and technology, risk and data analytics experts. For several organizations, we interviewed multiple representatives, providing a broad view of the implementation of data analytics within the organization. See Table 1 , Panel A for detail.
We identified interviewees through various business contacts as well as our contacts at each of the Big Four firms. In our initial contact with the companies and public accounting firms, we described our interest in examining the role of analytics in financial reporting and auditing, including a focus on fraud detection. Within companies, we asked to speak with company personnel who would be knowledgeable about the data analytic procedures performed as part of the financial reporting process. In many, but not all, cases that individual was the CFO, Controller, or other member of the finance and accounting function. However, in some organizations we were directed instead to internal audit or specific data analytics functions. We left the provision of additional contacts and interviews to the company's discretion. For auditor participants, we worked with the national practice offices of each of the Big Four firms and our contacts at the other audit firms to coordinate interviews with audit partners, once we obtained client consent for audit partner involvement. 4 Each interview was conducted over the phone, and at least two members of the research team participated in each call. When permitted by the accounting firm and/or company, the interviews were recorded and transcribed. For interviewees who did not consent to recording, a third member of the research team was present to improve note-taking.
Data Collection
We conducted interviews between April and December 2017. We developed a semi-structured
interview script with open-ended questions, allowed interviewees to elaborate as needed, and followed-up with clarifying questions when necessary (see Appendix for interview questions). Consistent with the qualitative interview method used by Lillis (1999) and Griffith et al. (2015) , we developed the interview questions to provide complete coverage without much interviewer intervention and to be consistent across participants. We asked all questions in the same order, though we necessarily varied the interview script somewhat based on interviewee type. That is, we asked auditors about the use of data analytics at their firm and for the particular client with whom they were matched, when part of a client-auditor pair. We asked companies about their own use of data analytics as well as that of their external auditor. We asked audit firm experts, who were not part of a client-auditor pair, about the use of data analytics at their firm in general. For standard setters, we asked about the use of data analytics in the profession in general and the role of standards/regulation. We developed the interview script in consultation with several national practice professionals from two large public accounting firms.
We supplemented our interviews with a follow-up survey based on our interviews. The research team reviewed all selected comments to determine which should be included in the paper.
We sent all quotes to the appropriate interviewee for review and approval.
IV. RESULTS
The results of our interviews yield interesting insights about data analytics in financial reporting, and auditing. We use Socio-technical theory as a framework for our findings. First, we discuss interactions between data analytics (i.e., the technological system of interest) and both companies and their auditors (i.e., the social groups relevant to our research question). See Figure 1 , link 1. Second, we discuss interactions between accounting regulators (i.e., the institution responsible for the rules in our setting) and data analytics, as well as with companies and their auditors. See Figure 1 , links 2a and 2b.
Third, we discuss interactions between companies and their auditors, the two different social groups of interest in our setting. See Figure 1 , link 3. Finally, we discuss the continuing technological advancement expected by regulators, companies, and their auditors. See Table 2 for a summary of our findings. and auditors' uses, benefits, and challenges associated with using data analytics. We describe the insights gained from company personnel first, followed by external auditors.
Interactions between
Insights from Companies
Uses of data analytics
We asked companies to describe their use of data analytics for the financial reporting process.
The use of specific analytics varied to some extent across organizations and by the role of the respondent.
We coded a company as using data analytics for a certain purpose if any of the company personnel mentioned it. Companies described the five most common uses of data analytics for financial reporting as:
(1) validating financial reporting figures (55%), (2) detecting fraud (55%), (3) investigating anomalies (55%), (4) making predictions (45%), and (5) identifying business opportunities (36%).
With respect to validating financial reporting figures and making predictions, one CFO noted:
"Our use of data analytics is directly linked to our reporting process. We are a metrics-driven business, and so we use data analytics to do two things: to analyze current operations, and to create visibility into the future." (D8-b) S/he elaborated to explain that operations personnel record data throughout their work which allows for careful tracking of productivity metrics, which leads to more accurate expectations for financial results, and continued, "So, when my boss walks in and asks, "how's October looking?" I'm able to give him a datadriven answer to that question. So instead of saying, oh, October is looking pretty good, I'm able to say, gosh, you know, I think for our core business, we're going to be, $1,921,000 dollars ahead of our budget for the month. And so it's all about the data, and having that in near real time." (D8-b)
With respect to using data analytics for fraud detection, company interviewees described many different techniques. We found that fraud detection procedures typically involve testing the population of journal entries (JEs Next, we asked company personnel to describe the tools they use to conduct their data analytics.
Further, we supplemented this question with a follow-up survey in which we provided each interviewee with a list of all of the tools and technologies identified in our interviews and asked them to select the ones that they used at their company. Sixty percent of companies reported using Excel as one of their primary data analytics tools. In fact, one CFO quipped that the primary skills s/he needs in finance and accounting staff are "Excel plus IQ." With respect to other, more specialized data analytics tools, 27%
reported using Tableau for visualizations of the data (73% reported using some sort of visualization tool), 40% reported using Oracle, and 40% use Access or SQL. We did not observe concentrated use of any specific tool. However, we found that all but one of the company interviewees use some type of sophisticated data analytic tool. For a more detailed analysis, see Table 3 .
Company personnel described the use of visualizations, via Tableau We also asked company participants what types of data they commonly use in their data analytics. They most commonly indicated that they use JE data (54%). The primary innovation with respect to JE data is the use of all available data, and the availability of additional fields has facilitated a more rigorous review of individual transactions. Second most commonly, company respondents described using external data (46%). Some companies described using third party models, while others described using data from EDGAR and FEMA. Interviewees indicated that the use of external data will likely increase as their data analytics expertise strengthens. Third most commonly, respondents described using internal, operational (i.e., non-financial) data such as employee headcounts, procurement data, inventory, sales data, time and expense data, etc. (38%). Companies described using internal data to consider the reasonableness of financial results.
Based on regulator concerns (FEI 2014), we also asked interviewees whether and how data analytics could be used to commit fraud. While several participants indicated they had not previously considered how analytics could be used to commit fraud, upon consideration 74% indicated that anyone with the right incentives could exploit companies' and auditors' reliance on data analytics to commit and conceal fraudulent activity. Respondents described several different ways data analytics could be used to commit fraud. First, and most commonly, interviewees indicated that if an individual understood the analytics being performed, s/he could exploit those tests to create fictitious entries that would not be identified in the analytic. Thus, the risk-based nature of a data analytics-driven audit could have the potential to obscure fraudulent activity. As noted by one internal auditor:
"If [an individual] knows how analytics are being utilized or how they're not being utilized [analytics could help someone commit fraud]. So, for instance, [if someone] knows that a particular account is not being used, they can pull things through that account that no one will ever see.
It certainly does open up opportunities at the low end.… [An individual] may get $1,000 here or $1,000 there, and no one will be any wiser." (D6-c)
One CFO expressed a different, representative concern:
"...data is fantastic and it provides great information, but it can also be dangerous when you grow to rely on it… [but] , are the analytics granular enough to actually catch when something's wrong?" (D3-b)
An internal auditor described a second way fraud could be perpetrated using data analytics. In particular, s/he described how the subjective nature of estimates, coupled with a reliance on data to derive the inputs for the models, provides an opportunity for fraud:
"The more we use data for financial reporting the more we are exposed. The less we understand the data, the more exposed we are to data manipulation through estimates on the financial statements. With advances in data analytics, they (management) will have the capability to look at more and different data to develop those estimates. Depending on the results they receive, they can choose to accept or ignore new information based on the impact to the company's financial results, or even hold new information until it is advantageous to the company...the more complexity you introduce, the more risk of manipulation you get. It could get to the point where auditors lack the skill set to properly challenge the methodologies." (D2-c)
Based on these concerns, several interviewees emphasized the importance of complementing data analytics with more traditional audit methods for fraud detection. For example, one controller pointed out:
"You are always going to need that other detective type review and control. You're never ever going to completely get away from the [need for] human intervention." (D15-b)
Relatedly, several internal auditor participants indicated that even though data analytics might provide opportunities for individuals to commit fraud, auditors' advanced analytics techniques are still likely to catch those frauds. For example:
"I think the good thing is, [although] somebody might use data to try to do the wrong thing, we can use data to try to catch that wrong thing." (D3-c)
Benefits of data analytics
Generally, company personnel viewed the emergence and increased use of data analytics for financial reporting positively. Company personnel described many associated benefits including, most commonly, improving financial reporting quality (60%), proactively monitoring organizational performance or fraud (55%), gaining company insights (45%), identifying trends (45%), and being more efficient (35%). 6 With respect to the benefit of improving financial reporting quality, one CFO said:
"The use of analytics is transformative in our reporting quality… [Before data analytics the sentiment was] the margins in this business are very volatile, we don't really understand why things move from month to month and we're just not sure why the numbers do what they do. And then my team introduced analytics-driven accounting, and by that I mean if we know what our production units are and we know what our revenue per unit trend is, and we have a view of our expected labor costs and material costs based on the units we produced, it allows us not to miss things in the accounting process. It becomes a very detailed way to quality check the accounting. So usually the day before we close revenue, I'll go in and write a number on my controller's whiteboard and I'll tell her 'that's what the revenue is going to be, if something different shows up, we've got to start digging.' And so we do. If something doesn't look right, we dig. We break it down, and we're able to understand what's missing here." (D8-b)
With respect to fraud detection, many participants described the tremendous benefit of using data analytics to find fraud within JEs. In particular, many participants described fraud detection as "searching for a needle in a haystack." As one Chief Audit Executive described:
"In the past we'd do a random sample of 25 and hope that we'd find the needle in the haystack. Now leveraging the power of analytics, the needles are very bright in the haystack and now we just have to gather them up and investigate further. The power of data analytics if done right enables us as auditors to be much more effective in our review process." (D11-c)
Challenges of data analytics
Many interviewees noted that other functions within the company (e.g., operations, marketing, etc.) were using data analytics to a greater extent than they were using data analytics in the finance and accounting functions. This sentiment was echoed by auditors and standard-setters. The slow adoption of data analytics in accounting suggests that there may be some challenges in the process. We asked company personnel about the particular challenges they have faced or continue to face with respect to implementing data analytics throughout the financial reporting process. They cite four common challenges: finding the right skillset (35%), overcoming the financial cost (24%), dealing with the lack of regulation and available standards (24%), and obtaining the data needed for analytics (24%). 7 We detail below the challenges associated with skillsets as well as what keeps company personnel up at night.
As related to skillsets, all participants acknowledged that an increased reliance on data analytics will drive changes in the skills required by their employees. That is, the skillset required by an analyticsdriven finance and accounting function is different from a traditional accounting and/or finance department. While company personnel described a variety of different skills, the two most commonly noted skills were the ability to: think critically and take on an analytics mindset (47%) and be technologically savvy (47%). An analytics mindset is the ability to ask the right questions, manipulate and analyze the data appropriately to answer those questions, and be able to interpret and communicate the results effectively. For example, one internal auditor said:
"And really a key skillset that you're going to have to have is the ability to utilize big data and really be able to take that data and turn it into information…. it's really to be able to use that data in a meaningful way to extract information that's relevant and can be appropriately expressed to the leaders of the business to help them make effective business decisions." (D6-c)
With respect to technological savvy, our respondents indicated that their personnel needed to be knowledgeable about and comfortable with technology. They also noted that personnel need to be able to be flexible with the tools they use because, as many interviewees acknowledged, the tools change frequently. As described by a Chief Internal Auditor, professionals with the requisite analytics mindset and technological savvy are more expensive:
"One of the costs is just to find the right people you have to pay up. You pay peanuts you get monkeys. So we have to be willing to spend the money to get the right people. You see it wherever [data scientists] are valuable. They can demand a higher level of pay." (D3-c)
Additionally, 24% of our company respondents described creative, or innovative, thinking as a key skill.
Several of our participants reported that creative thinking differs from the way accountants typically work, often running the same analyses as in the previous period. But as another internal auditor described, "The scenarios to look at are limited to the imagination of the user. If they can't think creatively, then they may miss the story the data is trying to tell." (D2-c)
As our final question, we asked interviewees what keeps them up at night about data analytics in the financial reporting process. Respondents most commonly described fearing that fraud is perpetrated and not identified, despite performing appropriate data analytic techniques. For example, one VP of Antifraud described this concern as follows:
"If you're going to run a report, if you're going to go out there and you're going to run analytics, and it's going to return hits, you better have a framework and a process for how you dispose of those. My worst nightmare is that we run an analytics report and encapsulated in there is the new Bernie Madoff scheme, and we just didn't look at it. So I tell the team all the time, if you're going to generate [an analytic], you better make sure you're prepared to look at it, because getting a hit on something and not following up and dispositioning and documenting your disposition is worse than not running it at all… if you're not prepared, don't bother doing it, because you're just going to get yourself in trouble." (D3-f)
In addition, many interviewees were concerned about the increase in cyber-risk that potentially accompanies a greater reliance on data. Given the massive, and ever-increasing, amounts of data being stored and accessed, a cyber-terrorist or competitor organization could access the data with malicious
intent. An audit committee member and former Big Four audit partner described cybersecurity risk and some of the associated audit implications:
"Cyber security and breaches [is my biggest fear]… to the extent that we protect data that we have, that's going to be critical in the future. I am real worried about this as we go forward. Think about an environment where people are just simply too afraid to give you data, and that's going to be problematic in a technology based world, and that's the only way we can be effective long term, right?" (D2-e)
The interviewees who described this risk indicated that additional controls will be necessary to help mitigate this risk.
Insights from Audit Firms
Next, we consider how data analytics are transforming the work performed by audit firms.
Specifically, we provide insights relevant to auditors' uses, benefits, challenges, and best practices associated with using data analytics. Importantly, through our interviews we noted that the implementation of data analytics and the extent to which it has been integrated throughout the audit varies considerably across firm size. In particular, the Big Four accounting firms are much more advanced with respect to data analytics than the other firms. We included representatives from eight different accounting firms in our study, including all four Big Four firms, two international firms (inspected annually by the PCAOB) and two smaller U.S. firms. When relevant to our analysis, we differentiate between firm sizes.
Uses of data analytics
We first asked audit partner participants how they use data analytics on the financial statement audit. They reported most commonly using analytics for fraud detection and risk assessment. We provide detail below regarding both of these uses as well as the tools and types of data auditors are using for data analytics.
One hundred percent of auditor participants indicated that they use data analytics as a tool for fraud detection. Most commonly, auditors described analyzing the full population of JEs from the general ledger and running a similar battery of tests on JEs as performed by their clients. Second most commonly, auditors described using analytics for risk assessment purposes (71%). Auditors reported using risk assessment analytics to identify the riskiest areas of the financial statements and to then direct their audit activities toward those areas. One audit partner describes how data analytic procedures have enhanced the risk assessment process:
"We've been profiling journal entries for a long time, but our tools have advanced and profiling real time has [improved] . We've been using it more to inform our risk assessments. We use data analytics to determine more and less significant risks in accounts. We use data analytics to profile accounts, identify information to assess risk." (D6-a)
The prevalence of data analytics in risk assessment contrasts with the use of data analytics in substantive testing. Only 43% of participants indicated that they use analytics for substantive testing, though this did tie for the third most common use. The relatively low usage of analytics for substantive testing may be due to the lack of standards guiding auditors' effective use of analytics as audit evidence.
Nonetheless, some participants from a subset of the Big Four firms described their use of data analytics as a tool for every phase of the audit. For example, one firm expert described:
"We essentially use data analytics throughout the audit. We believe very strongly that it is not just a risk assessment tool for example but can be used throughout the audit. So we have spent a lot of time and energy developing audit programs that feature data analytics. [We are] truly moving to a data first culture and a data first audit. That means that from the very beginning when we start planning, as we prepare for team planning events, that data is part of that planning process. Understanding our significant classes of transactions or processes, data analytics is a big part of that. Identifying risks, significant accounts, all of that is heavily leveraging data analytics. And then as we execute interim and year end, we use data analytics not only for substantive analytical procedures, kind of our traditional use of analytics, but also in some cases tests of detail because as you know, one of the benefits of data analytics is getting 100 percent of the data and then subjecting that data to --100 percent of that data to a particular test. And so we essentially can take some credit for tests of detail of large populations like that. So short answer is we use it throughout the audit." (E12)
With respect to tools, many respondents noted that there are a large variety of tools available and many are interchangeable. Of our audit partner respondents, 75% indicated that they rely primarily on proprietary tools developed by their own firm. However, all of these respondents is from a Big Four firm.
The audit partner representatives from the other, smaller firms indicated that they instead rely on third party analytic tools such as IDEA. Second most commonly, auditors described using visualization tools (42%), primarily Tableau. However, our Big Four respondents indicated that proprietary tools also contain a visualization component. Our respondents said visualization techniques are among the most innovative, transformative data analytic activities they perform. Tools are one of the main differentiators between the Big Four and smaller accounting firms. As Jeanette Franzel, former PCAOB Board member, described:
"Data analytics looks very different in large audits vs. small audits… The Big Four look different from the others. The Big Four are actually building their own tools and programing their own tools for specific applications… The others are using the common tools like IDEA and other tools." (O6)
Auditors require a wide variety of data to perform their data analytics. Most commonly, they reported using data from the general ledger. Specifically, 91% of audit partners described using JE data.
Fifty-eight percent of auditors also reported performing data analytics on sub-ledger (i.e., transactional) data. However, respondents reported that using sub-ledger data for analytics is less developed than using general ledger data. As one audit partner described:
"We are using general ledger type data, whether it would be entries into an ERP or just your general ledger entries. We've done that for many years, but that has evolved certainly over the last couple of years. We also are exploring sub-ledger type analysis, too… to perform much more focused, detailed data analysis, as well. So we have tools that kind of do both -the general ledger tool is much more developed because it's much easier to use and it provides less interference, I
guess, in what they're doing. But we also have sub-ledger tools, which gets more into the nittygritty from our clients, but we are evolving with that, as well…. we have programs for use in basically all of the standard kind of audit areas -accounting, line items, fixed assets, payroll, inventory, et cetera." (D5-a)
Auditors described using external or third-party data far less extensively than internal data (17%).
However, several participants indicated that firms will likely move this direction in the future, as the sophistication of data analytics in the audit increases.
Benefits of data analytics
All auditor respondents described the use of data analytics on audits as overwhelmingly positive.
Most commonly, auditors said the benefits are improving audit quality (100%), providing new insights to the client (85%), performing less random sampling / more risk-focused testing (69%), improving the client relationship (54%), and improving audit efficiency (54%). One audit partner summarized the benefits as follows:
"We are looking at things that matter. We are able to focus on areas that have higher levels of risk.
[Data analytics] enables us to do a more risk-based audit. We look at an entire population versus sampling across." (D6-a)
Auditors were eager to describe the added insights they provide to the client as a result of data analytics. That is, auditors reported using analytics to identify trends, anomalies, or relationships that may not be directly related to the audit, and sharing them with the audit committee and management. By providing these insights, auditors improve their relationship with the client, another benefit of data analytics. For example, one audit partner describes:
"We see it as a way to provide more value-added advice to our clients. Imagine being able to walk into a CFO's office as a result of analyzing their sales data and be able to say to them, 'as a result of our audit of sales we have learned something about how you sell, where you sell, the volume of transactions, when those transactions happen, which part of business generates those transactions'… [things] that they may or may not have had insight into. It lets us show the client some things they otherwise may not have known about their sales. They can use that information to see if there are things they would like to focus on.
[Things] they might not otherwise have been privy to." (D7-a)
Finally, similar to company personnel, auditor participants often discussed the benefit of using data analytics for fraud detection. Several auditors indicated that frauds are still often initially found through tips or through the use of other, non-data-driven audit techniques. One manager in forensic services from a public accounting firm described how data analytics can capitalize on tips to improve fraud detection and measurement:
"...
[often] we only have little pieces of information based on what people know, which is often limited, and so trying to drill down and find that needle in the haystack using analytics has helped us there." (E5)
Challenges of data analytics
Auditors described a variety of costs and challenges for implementing data analytics on audit engagements. Most commonly, auditors described the challenges as capturing data (62%), investing financially (54%), lacking standards/regulation (46%), investing time (38%), and obtaining the right skillset (31%). They also described the changing culture within the firm as a challenge (23%), especially among more senior audit partners. They described these partners as less familiar with the technology, less likely to fully trust data analytics, and more likely to rely on more traditional methods. We provide more detail below regarding the difficulties of data capture, the hardship of financial investment, and the challenge to obtain the right skillset.
With respect to data capture, auditors described several different challenges. "We have to have our client provide us with the data in a way that we can accomplish our audit objective. This is an ad hoc request that often is not built into their systems. We need someone, usually from IT, to go in and create the queries and pull the data." (D6-a) And what we find is, because our clients don't look at data like that, they'll say, 'I don't know. We don't look at it like that.'" (D8-a)
With respect to financial investment, many audit partners described the high cost of developing data analytic tools as a challenge to implementing data analytics. Consistent with Big Four firms making major financial investments in proprietary data analytic tools, one audit partner shared a representative concern:
"Costs are substantial because a lot of these tools [must be] developed on our own because we really have not seen third-party providers [with great tools]. Tools that have been developed have limitations. So, we are investing hundreds of millions to develop our tools ourselves." (D7-a)
With respect to skillsets, auditor respondents described a new set of skills, similar to the skills described by company respondents, as necessary for effectively using data analytics on the audit. Most commonly, auditors described the necessity of an analytics mindset (54%), followed by being technologically savvy (46%), and being creative and innovative (31%). When describing the analytics mindset, several audit partners indicated that this "new way of thinking" was a challenge for auditors. For example, one audit partner described: With respect to creativity and innovation, audit partners said they wanted employees who could look at the data and think about what is possible. Having the ability to see past the traditional audit tests to examine new relationships is critical to the effectiveness of data analytics.
"It takes some creativity and some innovation to figure out how we can utilize these data analytics tools to help make the audit more efficient or effective. It takes some creativity and takes some thought. The younger professionals coming out of university certainly possess some of those skillsets that are more inclined to it than people have been doing it the same way for a number of years." (D2-a)
One audit partner further explained, that the importance of an innovation mindset is supplemental to the importance of professional skepticism:
"…We often say the professional skepticism mindset, but I actually would say, it's an innovative mindset… We are truly approaching [innovation] and being very mindful about it, and making very tangible investments in it with our time, really stopping the team to take time to talk about it…. I would say it is an innovative mindset and understanding that change is coming, and we have to embrace it. There's no such thing as standing still anymore." (D5-a)
Auditor participants shared a variety of perspectives related to the current lack of standards and guidance regarding the use of data analytics in the audit. We describe those in detail in the next section when we discuss the interaction between the regulators and the companies/auditors.
Interactions between Regulators, Data Analytics, Companies, and Auditors -Links 2a & 2b
Consistent with Socio-technical theory, we also consider how accounting regulators interact with data analytics, companies, and auditors. Specifically, we provide views from company personnel, auditors, and standard setters on the appropriateness of the current standards for using data analytics in the financial reporting and audit environment.
Regulators have not developed standards to address auditors' reliance on data analytics, but the AICPA has recently issued voluntary guidance for data analytics implementation in the audit (AICPA 2017). Further, the International Auditing and Assurance Standards Board is currently working to obtain insight into how data analytics are used in audit so that they can appropriately respond (IAASB 2017).
Twenty percent of all participants (46% of the audit partner participants) indicated that the current state of regulation presents a challenge to the diffusion and use of data analytics. That is, some auditor respondents indicated that the lack of standards was preventing them from integrating analytics more fully into the audit. However, we found that there are divergent perspectives on the role of regulators. Indeed, other respondents indicated that more regulation would stifle innovation. For example, one audit partner described struggling with regulators making rules for looking at and using data because s/he believes auditors should make those types of judgment calls.
"I personally believe we need to be careful with new standards. I'd hate for a regulator to try to regulate the use of this new tool in a vacuum. I think [that's] dangerous. We the profession and we the users of the tool need to understand the risk, but to overregulate it would make us less effective and efficient. It creates more challenges." (D13-a)
Many audit firm participants noted that existing regulations do not explicitly permit them to rely on data analytics. Consequently, most of the largest audit firms perform data analytics in addition to traditional audit procedures, resulting in increased cost and duplication of effort. These firms have made considerable investments in data analytics in anticipation of greater reliance on analytics in the future.
Smaller firms, who may not have sufficient resources to perform data analytics in addition to traditional procedures, reported believing that the costs of implementing a robust data analytics program exceed the benefit. One Big Four auditor described this conflict as the "battle of the profession." S/he elaborated:
"[It's a] trade-off between standards and analytics. There may be fear that you'd get punished for doing the analytics because it doesn't tie to the standards. Unless you take something away from the audit, it is just additive. The firm is pushing the use of analytics, but there is still hesitation because of impact on inspections." (D1-a)
Many auditor respondents suggested that the key to advancing the use of data analytics is to help regulators gain comfort with auditors' data analytic procedures. For example, one audit partner from a Big Four firm said:
"The hurdle we have to overcome is that we use a data analytic and we feel it gives us a lot of assurance, but the audit standards were written at a different time. There's a dialogue we have to have with our regulator. [Data analytics] isn't a traditional test of details or substantive analytic, so we have to bridge that gap with the regulator." (D6-a)
We interviewed six individuals who are currently serving or formerly served as standard-setters, and they shared their insights on both the role of standard-setters and providing formal guidance. Jeanette
Franzel, former PCAOB board member, provided a perspective on the PCAOB's data analytics work that seems somewhat different than the auditor's perspective:
"What we do not want to happen is to have our standards hold back innovation or to have our standards [create a situation where audit firms] are doing this stuff to comply with PCAOB standards but over here they are going to do the actual value audit…" (O6)
She also described how the PCAOB has worked with the firms on the use of data analytics:
"This has been a really fantastic example of the PCAOB working very constructively with the firms and the firms being very open with us. Because we've realized that if we don't figure this out together we could have a complete mismatch… Firms have told us that if they are coming up with questions about standards or think a standard is holding them back they will communicate with us on that. So I would expect the regulatory environment to continue to be constructive because otherwise we could all be in a world of hurt." (O6)
Cindy Fornelli, CAQ, commented on the state of standards related to data analytics, "As far as regulation goes, I've talked to the SEC and PCAOB and both say they don't want to be an impediment to innovation and to the use of these new technologies. But I think they have to do more than that, frankly. I don't think they can just stand aside and say, 'we won't be an impediment.' They need to think through how are they going to do an inspection on an audit that's been totally transformed because of technology. I don't think they really spend enough time thinking about that."(O5) 
Interactions between Companies and Auditors -Link 3
Consistent with Socio-technical theory, we also consider interactions between companies and their auditors related to data analytics. Specifically, we leverage our company/auditor dyads to provide insights relevant to the client-auditor relationship, auditors' reliance on client data, and the impact of data analytics on the audit fee. Table 4 provides a comparison of companies' responses to their respective auditors for a variety of questions, which will be described further.
Client-auditor relationship
Our interviews revealed that, in general, clients and auditors alike view auditors' growing use of data analytics positively, and in fact, many clients want more from their auditors (see Table 4 ). In addition, both groups agreed that audit quality has improved as a result of the auditors' implementation of data analytics. Clients reported that the new business insights auditors share is one of the primary reasons for companies' positive responses. Indeed, within our auditor-client pairs, 79% of audit partner interviewees and 48% of company interviewees named these insights as one benefit of data analytics. A Big Four partner and innovation leader described:
"Now that we're using data analytics in risk assessment and substantive procedures, it gives us something else to talk to the client about -when we can go to them and even if it's not fraud, that you can go to them and say you found some anomalies and you can point out odd items to themno misstatements or control issues, but still might be interesting to point it out to the client. They actually find it really interesting because they're still not doing data analytics very well yet. I think it's causing them to see that what we're doing is not just a commodity, and we are performing some very focused procedures." (E10)
Another audit partner described this shift as more interesting and rewarding for auditors: An alternative view, however, is that these insights could impair auditor independence. As described by Dennis Beresford, Former chairman of the Financial Accounting Standards Board (FASB) and former audit committee chairman:
"I've noted that all of the Big Four firms have acquired specialty businesses that touch on things involving or closely related to data analytics. So it's possible they may be introducing some of the acquired intelligence into their audits. Or they may be using their audit relationships to try to sell some of those new services! The latter is where independence matters could creep in, I think."
Franzel also suggested that auditors could slip into more of an advisory role when describing business insights to their audit clients:
"Is there an independence issue if now suddenly the auditor is analyzing this and deciding where business risks might be? They are going to be finding things that aren't necessarily audit risks but indications of business risks. Now they might be giving strategic advice or business advice based on what they are finding in our analytical tests. I think those lines might be challenged a bit… The firms are telling their clients 'We're gaining more insights so that we can help you…' I guess it just depends on what these insights are and how the firms choose to communicate them. If in fact the firms are doing more analysis of data than management is and that the firm knows more about management's internal controls and business transactions than management does, then you've just tipped everything upside-down." (O5)
Auditors' reliance on client's data analytics
Our company respondents suggested that they are committed to performing data analytics and are striving to do more. Thus, it is possible that auditors could rely to some extent on their clients' analytics work, similar to the way in which auditors sometimes rely on their clients' internal control testing.
However, as shown in Table 4 , only one of the company respondents indicated that their auditor relies on their analytics work to any meaningful extent. Further, only two of the auditor respondents indicated any reliance on clients' data analytic work. It is noteworthy, however, that several additional audit partners indicated that greater reliance is possible in the future as their clients' sophistication in data analytics increases.
Although both auditors and companies report that some coordination with respect to the use of data analytics on the audit exists, we found that coordination is primarily limited to the client sharing findings with the auditor, and the auditor using them as they deem appropriate. Companies reported strong and transparent communications between themselves and their auditors. However, several CFOs indicated that what they really wanted was for their auditor to provide more education around the data analytics activities that were being performed so that the company could also perform the techniques themselves, thus helping to improve audit efficiency. As one Internal Auditor put it, "I'm imploring all the firms, give us your best ideas. Like come to us, tell us how people are using data. Tell us, come and pilot projects with us, right? Because I think that's where it can get pretty interesting. … so back to the point of the fact that the firms are doing a lot of stuff and if they are doing all this stuff, come back and share it with us. Come back and show us good stuff to help make us better." (D3-c)
Audit firms, however, are relatively reluctant to share specific analytics with clients because it could compromise the audit and would release proprietary activities into the market.
In our follow-up survey, we explored the issue of coordination and reliance further by examining whether there exist gaps between the way companies and their auditors assess the sophistication of the companies' data analytics for financial reporting. We rely on the traditional capability maturity model and asked companies and their auditors to evaluate the company's maturity using the following definitions:
(1) initial indicating that there is no formalized approach and big data and data analytics are used occasionally at best, (2) repeatable, indicating that big data and data analytics are valued, but not used consistently, (3) defined, indicating that there is a formalized approach to big data and data analytics and they are used to drive business decisions, (4) managed, indicating advanced use of big data and data analytics in a repeatable fashion, and (5) optimized, indicating big data and data analytics are managed and used for continuous monitoring. As shown in Table 5 , there exist discrepancies in assessments of maturity between most dyads (88%). 9 However, in 50% of these instances, auditors assessed their clients' data analytics as more mature than did the companies themselves. This result is consistent with a common 9 We have not yet received responses from all participants and therefore do not have complete dyad data for comparison for all questions. These comparisons reflect data from 8 complete dyads.
sentiment expressed by many of the companies -that they feared they were not doing enough to keep up with the rate of change or with their peers. Further, as reflected by the auditors' often higher assessments, companies seem to underestimate their efforts. Thus, it does not appear that a lack of data analytic sophistication is driving the auditors' low level of reliance and minimal coordination with companies, but rather the need and requirement for auditors to perform independent work. As one audit partner described:
"[There is] not a lot of coordination.
[From the] audit perspective, we have to do our own procedures.
We do understand what they do and we just don't rely on [the client's] data. We're truly independent." (D3-a)
Impact of data analytics on audit fees
We asked participants whether data analytics had affected the audit fee. Most respondents indicated that there had not yet been an impact, though one of 15 companies described a recent reduction in audit fees. This CFO attributed the fee reduction to pre-audit use of data analytics and, thus, improvements in financial reporting quality:
"I want to minimize my audit fees, and the better we are at using data to have credible documentation and support for our financial statements, the more that reduces the time and cost of our audit, so that is important. We actually did reduce our audit fee last year." (D15-b)
In contrast, most companies reported that they hope to see a decrease in fees in the upcoming years, as auditors increase their use of data analytics and more efficiently complete the audit. Although auditor participants also noted they had not yet changed audit fees, many expected the fee to increase, rather than decrease, in the future due to audit firms' large upfront investment in technology and R&D. Thus, the potential impact of data analytics on audit fees appears to be the biggest source of potential conflict between auditors and clients. This conflict is also noted by Cindy Fornelli, Director of the CAQ, "I don't think that the profession [or] we as investors can afford audit fees to go down even further than they are. I think in some instances there's this downward pressure, and I worry about that.
[Auditors] tell me they don't think [data analytics] will decrease fees, but I've yet to have an audit committee member who's told me that."
Relatedly, auditors described the additional insights they provide to clients about their business and/or financial results as a justification for the maintenance of the current audit fee and, potentially, for an increase in the future audit fee. For example, an audit partner described:
"Our audit manager showed the audit committee their real data. I have never seen an audit committee more engaged…. They liked seeing the real data and the outliers in the data. They said that their actuary has had that data for 15 years and never done anything like this. I think our clients want an audit report. But if you can give them something that makes them think, 'that helps,' you eventually get paid for it." (D1-a)
In fact, several audit partners indicated that to date, the increased efficiencies gained by using data analytics had allowed audit fees to remain stable rather than increase, despite the firms' large investments in technology and talent.
Interestingly, several respondents reported that data analytics is likely to change the audit fee model entirely. For example, one audit partner described:
"[Data analytics is] creating a different dialogue around audit fees. The history has been number of hours and rate per hour. Now we are reducing the number of hours by investing more in technology. So it's a whole different thing. We have to recover the cost of investment in technology while our hours are going down." (D6-a)
Looking Forward to Continued Technological Innovation
Consistent with Socio-technical theory, we examine the ways in which regulators, companies, and their auditors are planning to continue to advance technological innovation in the financial reporting and audit environment. Specifically, we asked participants what changes they anticipate in the next five years. Our interviewees most commonly mentioned innovations in artificial intelligence (AI) and machine learning (31%) as well as robotics and robotic process automation (25%). An auditor from a Big Four firm described how firms will likely merge the use of data analytics with AI and other emerging technologies for more predictive analyses:
"The line starts to blur between analytics and some of the other technologies as well. Data analytics starts to rub elbows with automation, with AI, with blockchain. And so I think as analytics evolves it will start to touch those other technologies. I think analytics will also become deeper where we get into more of the predictive and statistical analytics whereas now we're kind of into the descriptive type of analytics for the most part and interpreting the results. I think over time we might be able to get to a point where we use more of those predictive analytics…I see innovation in all of those spaces happening and them all kind of intertwining over time." (E12)
One VP for Anti-Fraud described the emergence of artificial intelligence for fraud detection and prevention at his/her company:
"We are just starting [the artificial intelligence] journey now and really kind of just testing our hypotheses around how AI could work in this space…. we just have so much data on our books. And we have so much learning and knowledge that we glean through the investigations conducted by our humans, that if we could sort of marry the machine and the human, I really think that we can identify proactively a lot of fraud that might be sitting out there that we just don't [currently] have a window into.... we're in this space of if we have a hypothesis, we have an internal innovation team that can help us develop that and figure out some use cases, and then the idea is to get in there, test it, and if you're going to fail, fail really fast and then move on to the next. So that's what we're at right now, but the whole idea is that we're also as a company learning more about AI." (D3-f)
Respondents also described real-time fraud detection, drone technology for more accurate cycle counts and auditor inventory counts, and data extraction tools to plug directly into clients' accounting information systems. For example, one auditor described a data extraction tool:
"The big thing we are working on at the firm is a tool that allows us to plug directly into key applications -SAP, Oracle etc. and even unique programs used by the company. That is the future. That would remove the really significant barrier to accessing the information. That would allow us to test some of these hypotheses more often without burdening the client. We've piloted it with 50 clients at this point. Requires high level conversation with Chief Information Officer. 49 of 50 ultimately agreed to allow us to do it." (D6-a)
V. FUTURE RESEARCH
We believe that the use of data analytics in financial reporting and auditing is ripe for future research. Using Socio-technical theory as a framework, we provide potential future research questions based on our findings. Notably, our suggestions for future research are not exhaustive.
Future Research Exploring the Interactions between Data Analytics, Companies, and Auditors
Regarding the interactions between data analytics and both companies and their auditors, there is Third, while previous literature shows that creative thinking is helpful in auditing (Plumlee, Rixom, and Rosman 2014) , practitioners contend that with the introduction of data analytics, a creative, or innovative, mindset is more important than ever before. Thus, future research could investigate how creative thinking interacts with the use of data analytics. Specifically, are data analytics effective without a creative approach to using them? Relatedly, while many audit firms and some companies describe having a library of ready-made data analytics as a best practice, it is unclear how this affects auditors' and accountants' creativity in using data analytics. Thus, future research could investigate the conditions under which ready-made analytics affect auditors' creative thinking in using data analytics.
Finally, our auditor respondents indicate that currently they are primarily using data analytics for risk assessment purposes. Though control testing is closely tied with risk assessment, auditors do not appear to be regularly using data analytics for control testing. PCAOB inspection reports suggest that audit firms struggle to test their clients' controls (PCAOB 2016a (PCAOB , 2016b (PCAOB , 2016c (PCAOB , 2016d . Consistent with calls for research from audit firm representatives (DeFord, Macaulay, Peters, and Sunderland 2018), researchers can consider how data analytics improve auditors' effectiveness in control testing.
Future Research Exploring the Interactions between Regulators, Data Analytics, Companies, and Auditors
Regarding the interactions of regulators with data analytics, companies, and auditors, future research could investigate the benefits of more or less principles-based regulation as well as the degree to which regulation should vary for large and small firms. First, some practitioners and auditors suggest that a lack of regulation is a challenge in implementing data analytics, and some regulators are addressing this by trying to determine the best ways to develop data analytic standards. Concern from some of our respondents that standards could stifle the innovative use of data analytics raises the question whether more or less principle-based data analytics standards would be more effective. Accounting research finds that whether more or less principle-based standards are more effective depends on the accounting area to which the standard applies (Libby, Renekamp, and Seybert 2015) . Thus, researchers could examine whether more or less principle-based standards would be more effective specifically for data analytics.
Second, we document a substantial variance in how large and small audit firms and their respective clients use data analytics. Researchers could investigate the benefits and drawbacks of varying data analytic regulation by audit firm size.
Future Research Exploring the Interactions between Companies and Auditors
Regarding the interactions between companies and their auditors, there is potential for a good Additionally, our respondents indicate that auditors are not relying on their clients' data analytic work. Indeed, our auditor and company personnel respondents both suggest they are performing similar data analytics over JEs for fraud detection. This, in conjunction with auditors' and clients' limited coordination in data analytics matters, suggests that as data analytics becomes more prevalent, companies and their auditors may continue to independently perform the same analytics. Accordingly, researchers could investigate the ways in which the audit should adapt to this change in the financial reporting environment. Relatedly, as financial reporting becomes less susceptible to human error (e.g., greater reliance on data analytics, drones used for cycle counts), researchers should investigate how auditors' perceptions of their responsibility for detecting their clients' errors may change.
VI. CONCLUSION
Data analytics is rapidly changing the way companies and auditors approach the financial reporting process and the financial statement audit. We conducted 58 interviews with company personnel, external auditors, data analytics experts and standard-setters to provide a comprehensive look at how companies and their external auditors are currently using data analytics for financial reporting and the audit. Our interviewees described many benefits of using data analytics including improvements in financial reporting quality, audit quality, fraud detection, and the identification of company insights.
Interviewees also described challenges including having employees with the right skillset to effectively execute data analytics, overcoming the financial cost, dealing with the lack of regulation and guidance, and obtaining and preparing data for analysis. However, the consensus of all interviewees is that the benefits of using data analytics exceeds the challenges and costs, and so companies and audit firms are working diligently to determine how best to execute data analytics effectively for their needs.
Data analytics have proven to be especially useful for fraud detection. In particular, companies
and auditors are able to analyze 100% of the JEs and transactions contained within the accounting information system, which can simplify fraud detection. As one CFO described, s/he will be able to use the new slate of data analytics tools to, "shine a light" on issues to see whether "money is walking out the door" (D8-b). Additionally, companies and their auditors can use data analytics to find patterns of fraudulent behavior in data, which they can then use to detect future frauds, or even better, prevent fraud before it occurs. Importantly though, many of our interviewees cautioned against total reliance on data analytics to detect fraud because auditors' soft-skills, like their skeptical mindset and ability to read people and situations, are still key to effective fraud detection.
FIGURE 1
Interrelated Dimensions of the Diffusion of Data Analytics as Part of the Financial Reporting and Auditing Process
We use the theory of socio-technical systems of innovation (Socio-technical theory) as a framework for studying the emergence and use of data analytics within the financial reporting, auditing, and fraud detection domains. Sociotechnical theory describes three interrelated dimensions that are central to the diffusion and advancement of new technology: (1) systems of socio-technical innovation, (2) rules and institutions, and (3) social groups. In our context, we argue that the emergence of data analytics introduces a new socio-technical system into the financial reporting and auditing environment. The regulators and standard-setters comprise the rules and institutions that develop and enforce the frameworks within which the users of data analytics operate. Finally, the auditors and their clients are the social groups that use data analytics.
We first present our findings regarding the interactions between data analytics and both companies and their auditors (i.e., link 1). Then, we present our findings regarding the interactions between accounting regulators and data analytics (i.e., link 2a), as well as with companies and their auditors (i.e., link 2b). Then, we present our findings regarding the interactions between companies and their auditors (i.e., link 3). Finally we present our findings regarding these parties' expectations for how technology will continue to diffuse in the financial reporting and auditing environment. Table 1 , Panel A through Panel D provide interviewee identifiers and, where appropriate, company identifiers, which we reference throughout the paper to identify participants. Identifiers starting with the letter "D" indicate that the interviewee was intended to be part of a matched client-auditor pair. Notably, in some instances, only one side of the client-auditor pair ultimately participated in the interviews for various reasons. Because we asked auditors in these interviews to answer questions about their experience using data analytics on a particular client and asked company personnel in these interviews to answer questions in relation to a specific audit partner, we still code these participants using the letter "D" as part of their interviewee identifier and include information (public/private, revenues, etc.) about the particular company they referenced. Matched client-auditor pairs are detailed in Panel A while one-sided interviewees are detailed in Panel B.
Identifiers starting with the letter "E" indicate that the interviewee is a firm expert on data analytics and/or forensic investigation. Expert interviewees are detailed in Panel C.
Identifiers starting with the letter "O" indicate that the participant has some "other" designation, though these other interviewees are primarily standard-setters. Other interviewees are detailed in Panel D. b The total number of audit firm personnel interviewed is 28 individuals across 8 public accounting firms. Table 2 provides a summary of our results regarding the uses, benefits, and challenges of the diffusion of data analytics in the financial reporting and audit environments, as well as the data sources for those analytics.
Panel A provides insights from companies, and Panel B provides insights from audit partners and audit firm experts. We detailed the uses, data sources, benefits, and challenges mentioned by a notable contingency of our participants. Thus, not all categories include the same number of items. Table 3 illustrates the different tools companies are using to conduct their data analytics.
TABLE 3 Companies' Implementation of Data Analytic Tools
The Y-axis provides a comprehensive list of the data analytic tools companies report using.
The X-axis provides company identifiers for all companies that provide information regarding the tools they use for data analytics.
Shadowed cells indicate that the company referenced in the column header uses the data analytic tool referenced in the row header for their data analytics. For each question, only companies for which we also interviewed the auditor are included in the table.
Open cells denote an incomplete response to the question.
a The effect on audit quality was coded here as "improved" if the participant (naturally) described "improved audit quality" as benefit of data analytics during the interview or indicated that it had improved in our follow-up survey.
